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ABOUT THIS GUIDE

This guide offers recommendations to help you adapt to remote work by
optimizing your remote collaboration experience while ensuring you stay

productive and secure.
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INTRODUCTION

Have you given any thought to the way your business will operate in a post-pandemic world?

According to 317 CFOs recently surveyed by Gartner, the business world may not change back when
the pandemic is over — 74% of CFOs say they expect to move previously on-site employees remote post-COVID-19.

Regardless, once the pandemic has concluded, you'll be working in one of three potential scenarios:

—

Your entire staff returns to work
in the office, requiring you to
implement practices to maintain
social distance and keep high-
traffic and high-contact areas
disinfected

The bottom line is that however you've
managed remote work so far, if it's to
be a part of your long-term vision for
your organization, you need to make
sure it's optimized and secure.

The rush to pivot to remote work at
the start of the pandemic prioritized
access to data with basic security
measures. Now that the rush is over,
it's time to implement more advanced
and robust cybersecurity defenses.
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Some of your staff returns to
work in the office and some
continue working remotely,
requiring you to manage a
hybrid IT environment

All of your staff continue to work
remotely, requiring you to assess
and improve the remote IT envi-

ronment you've been using so far




THE PROS AND CONS OF REMOTE WORK

The remote work model offers a number of benefits that you've likely noticed over the course of the pandemic.
Remote workers have seen the benefits as well:

of remote employees say they're of employees prefer to avoid their of remote workers want to continue
more productive when working from office completely when they need to to work remotely (at least some of
home concentrate on a project the time) for the rest of their careers

However, for all the ways remote work is beneficial to both the organization and end-users, it's not without its
challenges.

Ongoing Cybersecurity Considerations For Remote Work

When the COVID-19 crisis hit, it hit fast. Despite what In fact, 36% of organizations have dealt with a security
may have seemed like a gradual build-up, it was virtually incident due to an unsecured remote worker.

over the course of a single weekend in March that busi-

nesses across the US had to pivot to a remote work Continuing with a remote work model, whether entirely
model. or in part, will require:

Obviously, the first priority was maintaining business * Enhancing security measures

continuity. You needed to make sure your newly remote
workers had the technology and the remote access
necessary to do their work.

° Providing the right hardware for users working
permanently from home

* Implementing more permanent file-sharing and

But the process doesn't end there - security is a collaboration tools
complicated undertaking for remote work models.
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COMMUNICATION IN THE REMOTE WORKPLACE

The ability to communicate quickly and effectively with The bottom line is that communication and collaboration
your team is a vital part of the modern working world, are foundational to productivity and continuity, whether
especially during the pandemic. In fact, among remote you're in the office or not. Whether you and your team
workers surveyed this year, trouble communicating is can communicate effectively while working from home
tied with loneliness as the most significant challenge comes down to the tools you have in place.

they've encountered.
If you're not satisfied with your current communication

At this point in the COVID-19 pandemic, you should have methods, a primary consideration of yours should be

a communication solution you rely on in place for your the Microsoft 365 Ecosystem. It provides virtually every
business, but that's not to say it can’t be improved. communication capability required by organizations
You've likely had to incorporate a range of solutions, operating remotely:

such as a video meeting platform, file sharing service,

and more.
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RECOMMENDED REMOTE SECURITY SOLUTIONS FOR
HYBRID MODELS & LONG TERM REMOTE WORK

Even before the pandemic, it was becoming increasingly
common for businesses to hire remote workers — that
is, staff members that work from home, outside of the
business’ city of operation, and even much further away.
It is important to recognize that when businesses start
prioritizing remote access to data over the security of
that data, they become an easy target for hackers.

Think of it this way — at the office, everything is
protected by the same set of cybersecurity solutions —
firewalls, antivirus software, etc. These are defenses
that you've invested in and can trust.

Is the same true of your employees' home networks
and personal devices? Probably not.

With so many employees operating remotely, working
from a laptop or smartphone, how can you be sure that
your data is completely secure? Are you taking the
necessary steps to maintain security while your staff
works from home?

Many owners and managers assume that a VPN is
enough to protect their business while managing a
remote work environment. That's not necessarily true
— one wrong step, and a remote worker can put your
network at risk.

Effective remote cybersecurity requires:

* Two-Factor Authentication: Two-factor authenti-
cation is a great way to add an extra layer of protec-
tion to the existing system and account logins.

By requiring a second piece of information like a
randomly-generated numerical code sent by text
message, you're able to make sure that the person
using the login credentials is actually who they say
they are.

However, this isn't just for websites and common
user accounts — 2FA should also be enabled for
VPN and Remote Desktops.

Conditional Access: Conditional Access software
gives you the ability to enforce controls on the
access to apps in your environment, all based on
specific conditions and managed from a central
location. It's an extra layer of security that makes
sure only the right people, under the right
conditions, have access to business data.

Data Loss Prevention (DLP): A DLP policy tracks
sensitive data and where it's stored, determines
who has the authorization to access it, and prevents
the accidental sharing of sensitive information.

Hard Drive Encryption: Encryption technology is a
great way to protect important data. By making
data unreadable to anyone who isn't supposed to
have access to it, you can secure files stored on
your systems, servers, and mobile devices, as well
as files sent via email or through file-sharing
services.

This is especially important for remote devices, and
employee-owned devices. Laptops and home-based
hardware needs to be properly encrypted.

Backups: Given that Microsoft 365 is a cloud-based
platform, many users assume that their data is
automatically backed up to a secure off-site
location. But is that really the case?

Reliable backup capability requires additional
support. The key is in finding the right third-party
backup solution to support your Microsoft 365
accounts. By adding data backup capabilities, you
can make sure all your bases are covered.
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